METHODS OF ESTABLISHING VIRTUAL CIRCUITS AND OF PROVIDING A 
VIRTUAL PRIVATE NETWORK SERVICE THROUGH A SHARED 
NETWORK, AND PROVIDER EDGE DEVICE FOR SUCH NETWORK 

BACKGROUND OF THE INVENTION 

The present invention relates to the provision of virtual private network 
(VPN) services through carrier networks such as Metropolitan Area Networks 
(MANs) or Wide Area Networks (WANs). 

A VPN emulates a private network over public or shared 
infrastructures. When the shared infrastructure is an IP network such as the 
Internet, the VPN can be based on an IP tunneling mechanism, as described in 
Request For Comments (RFC) 2764 published in February 2000 by the Internet 
Engineering Task Force (IETF). Another approach, more particularly concerned 
by the present invention, provides link layer connectivity for the devices 
affiliated to the VPN. 

Traditional WAN data layer 2 services provided by carriers are based 
on the virtual circuit concept. Data units are switched within the carrier network 
along pre-established trails referred to as virtual circuits. These data units are 
for instance packets in X.25 networks, frames in Frame Relay (FR) networks, 
cells in Asynchronous Transfer Mode (ATM) networks, ... The carrier network 
may also have a Multi-Protocol Label Switching (MPLS) architecture built over 
an infrastructure supporting a connectionless network layer protocol such as IP. 
MPLS is described in RFC 3031 published in January 2001 by the IETF. The 
virtual circuits within a MPLS network are referred to as Label Switched Paths 
(LSPs). 

The virtual circuits can be pre-established by a configuration process, 
called "provisioning", performed by the network operator: they are then called 
Permanent Virtual Circuits (PVC). Alternatively, they can be established 
dynamically on request from the customer equipment: they are then called 
Switched Virtual Circuits (SVC). 

Providing a SVC service puts constraints on both the Provider Edge 
(PE) and the Customer Edge (CE) devices. Both must support a common 



signaling set-up protocol such as, e.g., the ATM Q.2931 signaling protocol for 
ATM switched networks. Signaling protocols are complex, they induce 
additional costs (equipment costs, operational costs...) and they may cause 
interoperability problems. Inadequate operation of one CE may block a PE and 
5 hence interrupt the service for several other customers. Most of the time, 
higher-level protocols and applications have not been designed to properly 
drive such SVC signaling, and it is necessary to develop sub-optimal emulation 
modes (for instance LAN emulation, classical IP,...). These issues can explain 
why SVC services have been so seldom deployed for FR and ATM networks. 

10 On the other hand, providing a PVC service requires an agreement 

u between the provider and the customer regarding the endpoints of each virtual 

0 circuit. Then it requires provisioning of each virtual circuit by the provider. 

01 Often, it also requires additional provisioning by the customer in the CE device, 

fa 

fu unless some special signaling allows CE devices to automatically discover the 

O 15 virtual circuits. In any case, these provisioning actions must be performed 
* coherently between the provider and his customers, and they are a potential 

source of problems. 

Recently, several vendors have been promoting Ethernet as a 
universal access media for LAN, MAN and WAN services. Several drafts 
20 presented at the IETF cover the way to signal and provision layer 2 virtual 
private network (L2 VPN) services based on an IP / MPLS infrastructure (see, 
e.g., Kompella et al., "MPLS-based Layer 2 VPNs", Internet Draft, draft- 
kompella-ppvpn-l2vpn-00.txt, published in June 2001 by the IETF). 

As specified in the IEEE standard 802. 1Q approved in December 1998, 
25 Ethernet networks may support one or more Virtual Local Area Networks 
(VLANs). An Ethernet frame circulating in such a network may include, after the 
Medium Access Control (MAC) address, an additional field called tag header or 
Q-tag which contains a VLAN identifier (VID). Accordingly, a VLAN-aware 
Ethernet bridge has the ability to perform frame switching based on the VID, 
30 deduced either from the physical port from which the incoming frame is 
received or from the contents of its tag header. A VLAN is used for the layer 2 
broadcasting and forwarding of frames within a sub-group of users (subscribers 
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of that VLAN). For example, in a corporation, it is possible to define respective 
virtual LANs for various departments to enable selective broadcasting and 
forwarding of information in the layer 2 procedures. 

It has been suggested that the concept of VLAN can be extended in the 
case where Ethernet traffic is transported over a MPLS network (see, e.g., 
Martini et al., "Transport of Layer 2 Frames Over MPLS", Internet Draft, 
draft-martini-l2circuit-trans-mpls-07.txt, published in July 2001 by the IETF). 

In such a case, a specific MPLS virtual circuit, or LSP, originating at a 
PE can be associated with each VLAN to forward the frames intended for 
subscribers of that VLAN. The CE sends tagged frames to the PE and the latter 
switches them to the relevant virtual circuits based on the ingress physical port 
and the VID. 

It should be noted that this portA/ID switching mechanism will achieve 
the full functionality of a IEEE 802.1Q network on the condition that the different 
hosts pertaining to any given VLAN of a VPN are not linked to the carrier 
network through more than two PE/CE interfaces. Otherwise, VLAN 
identification is not sufficient for the source PE to determine which is the 
destination PE or CE, i.e. whether a virtual circuit or physical port is to be used. 
When such constraint exists on the VLAN topology, the VPN service provided 
by the carrier can be referred to as a "virtual connection" or "point-to-multipoint" 
service. 

Other types of VPN service do not rely on such portA/ID switching at 
the PEs. For example, a full VLAN service (supporting more than two PE/CE 
interfaces per VLAN within a VPN) can be provided if the PEs are capable of 
performing MAC address learning and switching, like an Ethernet bridge. 
However, this is rather complex because the carrier has to store and maintain 
tables at the PEs, for associating a virtual circuit or physical port to any 
Ethernet MAC address found in a frame coming from the CE. 

Because Ethernet media were designed from the beginning as a LAN 
technology, they do not provide the signaling mechanisms required for WAN 
SVC networks. So establishing Ethernet PVC across a WAN network requires 
provisioning in both PE and CE devices. 



An object of the present invention is to alleviate these provisioning 

issues. 

Another object is to provide for dynamic establishment of Ethernet-like 
SVCs without any signaling between CE and PE devices. 

Another object is to provide an Ethernet-like VPN service of the virtual 
connection type without requiring changes in the CE devices. These devices 
should advantageously use regular Ethernet adapters, the upper layer 
protocols and applications remaining unchanged. 

SUMMARY OF THE INVENTION 

According to a first aspect, the invention proposes method of 
establishing a virtual circuit including at least one PE device for a virtual private 
network having a plurality of CE devices. This method comprises the steps of: 

- receiving, at a first said PE device, an indication from at least one said 
CE device identifying a VLAN which includes said CE device; and 

- establishing, for each VLAN identified which includes a plurality of CE 
devices in which at least one said CE device is connected to a second 
PE device, a virtual circuit between said first and second PE devices. 

In another aspect of the invention, a VPN service can be provided 
through a shared network infrastructure comprising a plurality of interconnected 
PE devices having CE interfaces. Some of the CE interfaces are allocated to a 
VPN supporting a plurality of VLANs and are arranged for exchanging tagged 
data frames with CE devices respectively connected to the PE devices through 
said CE interfaces, each tagged frame including a VLAN identifier. The method 
comprises the following steps: 

- receiving at least one tagged frame from a CE device at each CE 
interface allocated to said VPN, and learning a correspondence between 
said CE interface and each VLAN identifier included in said at least one 
tagged frame; 

- detecting whether a pair of CE interfaces allocated to said VPN and 
belonging to two PE devices correspond to a common VLAN identifier; 
and 



- in response to such detection, establishing at least one virtual circuit in 
the shared network infrastructure between the two PE devices, for 
forwarding frames including said common VLAN identifier. 

The VPN typically has a topology such that at most two of its allocated 
CE interfaces are allowed to receive tagged frames including a given VLAN 
identifier. In this context, the invention provides a way to automatically establish 
a set of point-to-multipoint connections in a given VPN. Connection 
establishment is triggered by the data received from the customer equipment. 

The PE device learns the VLAN-id in the frames received from the 
customer devices and automatically signals the establishment of per VLAN-id 
virtual circuits (VCs) between PE devices. 

In a preferred embodiment of the invention, the VCs are labeled 
switched paths of a MPLS architecture supported by the shared network 
infrastructure. A VC is then identified by a VC-label, which simplifies the 
provisioning and management on the PE device. However, other types of 
carrier networks can be used to provide a L2 VPN service in accordance with 
the invention, e.g. frame relay, ATM, X.25, etc. 

The PE device looks at the VLAN-id (VID) of frames coming from each 
CE device. When a new VID is observed, the frame is preferably flooded to 
every PE device concerned by the VPN, and then to every CE interface 
allocated to that VPN. The ingress PE device learns, in a VLAN learning table 
that the source CE device is now using that VID. The ingress PE also signals to 
every other PE device a tuple (VC-label, VPN-id, VID) bound to the CE 
interface where that CE device is connected. If another PE device in the shared 
network has a CE interface allocated to the same VPN and using the same 
VID, it will accept the VC-label, and signal back another VC-label with 
(VPN-id, VID), bound to the latter CE interface. The VC is then established in 
both directions. 

Such dynamic setup of VCs by means of VLAN information directly 
learnt from customer data frames has the significant advantage of requiring no 
provisioning at the VC endpoints (PEs), in particular no configuration relating to 
the VID values. As a result, no agreement is required between customer and 



provider regarding VC endpoints locations and addresses. The same 
dynamicity as a SVC call setup mechanism is achieved: the customer can have 
a new carrier VC set up at any time by starting a new VLAN in two CE devices. 
No notification to the provider is required. There are also fewer risks to do 
provisioning errors. In addition, no specific signaling is required at the CE 
devices. A VC can be automatically released by a PE device when not used, 
without requiring upper layer action, in response to the observation that a CE 
device does not use a VID any more for a certain time. 

Another aspect of the invention relates to a PE device comprising 
means for communicating with other PE devices, at least one CE interface, 
configuration means for allocating at least one CE interface to a VPN 
supporting a plurality of VLANs, means for mapping a VLAN to a CE interface 
allocated to the VPN, said VLAN being indicated in data received at said CE 
interface, means for identifying, in relation to the indicated VLAN, another PE 
device having a CE interface allocated to the VPN, and means for establishing 
a virtual circuit to the identified PE device. 

Another aspect of the invention relates to a PE device suitable for 
implementing the above method of providing a VPN service through a shared 
network infrastructure, comprising: 

- means for communicating with other PE devices through the shared 
network infrastructure; 

- at least one local CE interface; 

- configuration means for allocating at least one local CE interface to a 
VPN supporting a plurality of VLANs, the allocated local CE interface 
being arranged for exchanging tagged data frames with a respective CE 
device, each tagged frame including a VLAN identifier; 

- means for learning a correspondence between a first local CE interface 
allocated to said VPN and a first VLAN identifier included in at least one 
tagged frame received from a CE device at said first local CE interface; 

- means for identifying another PE device having a CE interface allocated 
to said VPN and having received a tagged frame including said first 
VLAN identifier; and 



- means for establishing a virtual circuit in the shared network 
infrastructure, for communicating frames including said first VLAN 
identifier with the identified PE device. 

The preferred features of the above aspects which are indicated by the 
dependent claims may be combined as appropriate, and may be combined with 
any of the above aspects of the invention, as would be apparent to a person 
skilled in the art. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG 1-3 are diagrams of a simplified example of virtual private networks 
making use of resources of a carrier network. 

FIG 4 is a block diagram of a provider edge device according to the 
invention. 

FIG 5 is a flow chart of a frame handling procedure which can be used 
in the provider edge device of FIG 4 in an embodiment of the invention. 

DESCRIPTION OF PREFERRED EMBODIMENTS 

The invention is illustrated here in its currently preferred application to a 
VPN service of the Ethernet type using a MPLS-based carrier infrastructure. It 
will be appreciated that it can also be applied to other types of customer and/or 
provider networks. 

The carrier network 10 shown in FIG 1-3 is for instance an IP network 
having routers supporting the MPLS architecture. Some of these routers 1 1 are 
label edge routers (LERs) adapted to form PE devices for the provision of the 
L2 VPN service. They are denoted PE-1 to PE-3 in the diagram of FIG 1-3. 
Other routers (not shown) of the carrier network 10 are label-switched routers 
(LSRs) which link the LERs by a full mesh of logical links (transport tunnels). 

Each PE device 1 1 is initially configured by the provider with the list of 
the IP addresses of all the remote PE devices. Each PE device then 
establishes a transport LSP to each remote PE. This can be done through any 
signaling protocol suitable to set up LSPs, such as LDP (Label Distribution 
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Protocol, see RFC 3036 published in January 2001 by the IETF), RSVP 
(Resource reservation Protocol, see RFC 2205 published in September 1997 
by the IETF), etc. LDP will be more particularly considered in the following. 

FIG 1-3 also show customer edge devices 12 that are each connected 
5 to a respective CE port of a PE device 11. These CE devices 12 are denoted 
CE-A to CE-E, with CE-A and CE-B connected to PE-1, CE-C connected to 
PE-2, and CE-D and CE-E connected to PE-3. We assume here that the CE 
devices are supporting VLANs and are using tagged traffic compliant with the 
IEEE 802.1Q standard. Untagged traffic is assigned to the default VID = 0. We 
10 also assume that at most two CEs per VPN are allowed to use a same VLAN 
identifier. 

FIG 4 shows the CE interfaces 20 of a PE device 1 1 , as well as its 
IP/MPLS interface 21 by which it is connected to one or more LSR of the carrier 
network. A control and switching module 22 cooperating with these interfaces 
15 20, 21 is programmed to implement the VPN service as explained hereafter. 

In each PE device, the service provider configures the VPN-id of each 
CE interface, or port, offering a L2 VPN service. Each local port number is then 
allocated to one VPN-id. 

After this configuration step, each PE device 1 1 distributes VC labels 
20 per VPN to the other PE devices. This can be signaled through LDP. These 
VC-labels per VPN will be used to flood frames within a VPN. The 
corresponding LSPs, established between each pair of PE devices having at 
least one CE port allocated to a given VPN, can thus be referred to as flooding 
VCs. 

25 Once these flooding VCs have been established, the L2 VPN service 

can be started. No additional configuration will be needed in the carrier 
network. 

FIG 1 shows an example with two customer VPNs, having VPN-id = x 
and VPN-id = y. VPN x includes CE devices CE-A, CE-C and CE-D. VPN y 
30 includes CE devices CE-B and CE-E. The dashed lines illustrate the flooding 
VCs established for VPN x, while the dash-and-dot lines illustrate the flooding 
VCs established for VPN y. 
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The distribution of the VLANs is then learnt at the PE devices based on 
the VI Ds included in the tagged frames received from the CE devices. 

In each PE, the control and switching module 22 learns a lookup table 
T which is subsequently used to retrieve the VCs and CE ports corresponding 

5 to the different VLANs of a VPN. An entry in table T has a VPN-id and a VID 
corresponding to a VLAN, and identifies communication resources in 
association therewith. These communication resources can be two local CE 
port numbers if the VLAN has its two CE devices connected to the same PE 
device. If the VLAN has a CE device connected to a local port and another CE 

10 device connected to a remote PE device, the resources stored in table T 
comprise a local CE port number and a VC established in the carrier networks, 
with a VC label for sending frames to the remote PE and another VC label for 
receiving frames from the remote PE. 

FIG 2 shows an exemplary distribution of VLAN identifiers which may 
15 be found in the frames received at the CE ports in the configuration of FIG 1 (in 
this example, there is one CE device for (VPN-id, VID) = (x, 2), (y, 7) or (y, 9), 
and two CE devices for (VPN-id, VID) = (x, 3), (x, 5) or (y, 3)). 

FIG 3 shows the corresponding VCs to be established in the carrier 
network: VC 13x between PE-1 and PE-3 for communication of tagged frames 

20 of VPN x with VID = 3 between CE-A and CE-D; VC 14x between PE-2 and 
PE-3 for communication of tagged frames of VPN x with VID = 5 between CE-C 
and CE-D; and VC 13y between PE-1 and PE-3 for communication of tagged 
frames of VPN y with VID = 3 between CE-A and CE-E. The corresponding 
content of table T in PE-1 is shown in FIG 4 where 13x1 and 13x2 (13y1 and 

25 13y2) denote the VC-labels used in the two directions on VC 13x (13y). 

FIG 5 illustrates a procedure which may be used by the control and 
switching module 22 of a PE device to process an Ethernet frame received by 
that PE device. 

When the frame is received at a local CE port (yes in tests 30 and 31), 
30 the corresponding VPN-id is retrieved in step 32 based on the configuration of 
the port number, and the VLAN identifier is read in the tag header of the frame 
in step 33. If table T contains no other local port number and no VC label for 
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forwarding the frame (no in tests 34 and 35), then the frame is propagated to all 
the other PE devices in step 36 by pushing the labels of the flooding LSPs 
previously established. In this step 36, the frame is also propagated to any 
other local CE port of the PE device which has been configured for the VPN-id 
retrieved in step 32. The PE device also allocates a VC label to the (VPN-id, 
VI D) pair in view of the reception of frames through the carrier network, and 
stores it in table T (step 37). In step 38, the allocated VC label is sent, along 
with VPN-id and VID, to all the other PEs configured for the VPN. This can be 
done by means of a LDP message (see the Internet Draft "draft-martini- 
I2circuit-trans-mpls-07.txt"). An entry is created in table T in step 39 to learn the 
relationship between the CE port number and the (VPN-id, VID) pair. The PE 
device can then wait for the next Ethernet frame (return to test 30). 

A PE device receiving such LDP signaling message stores the 
indicated VC label in its table T in view of forwarding any frame of the identified 
VPN coming from one of its local CE ports with the same VID in the tag header. 
When such a frame is received from a local CE port, a VC label is already 
stored in table T for the relevant (VPN-id, VID) pair, so that test 35 is positive. 
The frame is thus forwarded on the VC in step 40 by pushing the VC label 
retrieved from table T. If it is the first frame received with that VID on that local 
CE port, the latter has not yet been learnt (test 41 is negative): it is then 
detected that two CE ports correspond to the relevant (VPN-id, VID) pair. It is 
necessary to allocate a VC label for the other direction and to send it back by 
LDP signaling. This is done in the above-described steps 37 and 38 (except 
that in step 38 the LDP message is a response to the previous LDP message 
and can thus be sent only to the PE from which it came). The relationship 
between the local CE port number and the (VPN-id, VID) pair is finally learnt in 
step 39. When test 41 is positive, nothing else need to be done since the VC is 
already established. 

If test 34 is positive, the VLAN has its two CE devices connected to the 
same PE device. The incoming frame is then forwarded to the other relevant 
local CE port identified by means of table T (step 42). If the port number of the 
incoming frame has already been learnt (test 43 positive), the procedure 
returns to test 30 to wait for the next frame. If it has not yet been learnt, this is 
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done in step 39 before returning to test 30. 

The right part of FIG 5 deals with the reception of Ethernet frame at a 
PE device through the carrier network (test 31 negative). 

If the frame was received over a flooding LSP from another PE (test 45 
5 positive), the popped VC label of that flooding LSP enables the retrieval of the 
VPN-id in step 46. The frame is then propagated by the PE device to each local 
CE port configured for the retrieved VPN-id (step 47), and the PE waits for a 
responding frame. 

If the frame was received over a unicast VC, the VPN-id and the VI D 
10 are retrieved in table T by means of the popped VC label of that unicast LSP 
(step 48), as well as the corresponding local port number (step 49). The frame 
is then forwarded to that local CE port in step 50. 

In practice, the learning stage will normally be very quick. Typically, the 
first frame received at a PE for a VPN/VLAN will be carry a SYN segment of the 

15 transmission control protocol (TCP). This first frame will be forwarded to the 
other PEs configured for the VPN, along with the VC label distribution (path 30- 
31-32-33-34-35-36-37-38-39 in FIG 5), and from there to the various CE 
devices of the VPN (path 30-31-45-46-47). One of them will obtain a response 
carrying the TCP SYN ACK segment which will be forwarded back to the first 

20 PE while distributing the VC label for the other direction (path 30-31-32-33-34- 
35-40-41-37-38-39). The learning and signaling operations are then finished for 
the VC. The first PE simply forwards the response frame to the source CE 
device (path 30-31-45-48-49-50). 

An entry of the lookup table T may become obsolete if a CE device 
25 does not use a VI D any more for a period of time. This is easily detected at the 
PE by means of a timer. When it happens, the PE device may simply delete the 
entry. This is equivalent to a VC disconnection procedure. 

A PE device may further be programmed to generate an alarm 
whenever it detects that more than two CE interfaces transport user traffic 
30 pertaining to the same VLAN. This would typically occur when more than one 
LDP response messages are received for a (VPN-id, VID) pair at the PE that 
first sent a LDP message for that pair (step 38). Such alarm indicates that the 
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customer has not complied with the VLAN topology for which the VPN 
operates. 

The text of the abstract repeated below is hereby deemed incorporated 
in the description: 

A VPN service is provided through a shared network infrastructure 
comprising interconnected PE devices having CE interfaces. Some of the CE 
interfaces are allocated to a VPN supporting virtual LANs. A correspondence 
between a CE interface and a virtual LAN is learnt on the basis of tagged 
frames received at this CE interface and including an identifier of this virtual 
LAN. The learning process permits the detection of pairs of CE interfaces which 
correspond to a common virtual LAN. Upon such detection, a virtual circuit is 
established in the shared network infrastructure between the PE devices 
having these CE interfaces, and subsequently used for forwarding frames 
including the identifier of the common virtual VLAN, 



